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ABSTRACT

In this paper, we mimic the McEliece public key cryptosystem to build up our
private key cryptosystem based on error-correcting codes. To be specific, we use a
sequence of several different codes Ci, Ca, ..., C; that are ¢ tp, ..., T - €100
correcting codes of lengths my, ng, .o, O whose generating matrices are Gy, G, ...,
G, of orders mxm, NiXnp,..., DriXfy, respectively. Let the message P be a binary
vector of length m, and if we lete;, e, ..., & bea sequeﬁce of r errors of lengths ny,
ny, ..., n; respectively, and of weights less than or equal t; t, ..., t,, respectively.
Then the ciphertext is
C=(.((P %G +e)G +ey).. )G ter
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1. INTRODUCTION

Coding theory is now generally regarded as a mature science.
However, cryptography on the other hand, is a science in the phase of
carly and rapid development. Coding theory has been used in
cryptography by McEliece who has used Reed-Solomon codes in secret
sharing [8], and in building up a public key cryptosystem [7]. This
cryptosystem is based on error-correcting codes. The idea behind this
scheme is to first select a particular code for which an efficient decoding
algorithm is known. A description of the original code can serve as the
private key, ehile a description of the transformed code serves as the

public key.

Sidelnikov and Shestakov had constructed some cryptosystems based
on generalized Reed-Solomon codes [9]. and by Massey who has used
minimal codewords in secret sharing [5]. He also used codes and

orthogonal arrays in local randomization [6).

The purpose of this paper isto use error-correcting codes to build up a

syminettic private key cryptosystem.

This paper is organized as follows: Section 1 surveys the literature for the
use of error correcting codes in cryptosystems. Sections 2 and 3 expose
the elementary definitions and results of both coding theory and
cryptography respectively in order to set up the notation being used
through out this paper. Section 4 explains the main results of how to
build up the cryptosystem. Section 5 studies the security level and
complexity of the cryptosystem. Section 6 contains éome concluding

remarks,
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2. Basic Definitions in Coding Theory [1, 2]

A word is a sequence of digits. The length of a word is the number of
digits in the word.

Let 8= {an - ag} bea finite set called the alphabet, and let g be
the set of all strings of length n over f. Any nonempty subset C of f"is
called g-ary block code. Each string in C is called a codeword. If C < f'
contains M codewords then C has length n and size M and is denoted by
(n, M)-code. A code whose = {0, 1} is called binary code. Commonly,

alphabets have a group, a field or even a ring structures.

If v is 2 word in C that is sent and w in J” is received, then u=v +w

is the error pattern, or the errot.

Let @ be a g-ary word of length » over an alphabet that has a group
structure (that contains zerc). The Hamming weight, or stmply the weight
of a is the number of non-zero components in a. We denote the weight of
a by w(a). The minimum weight of a code C is the minimum weight of

all non-zero codewords in C and we denote it by w(C).

Let x and y be two words of the same length. The Hamming distance
or simply the distance between x and y is the number of positions in

which x and y differ.

We denote this distance between x and y by d(x, ). A code C is said
1o have minimum distance d if
d=min {d (x,y): x,y € C,x #y} and we denote it by d(C).
An (n, M, d)-code is a code of length n and size M and minimum

distance d.
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A code C is called a linear code if C is a vector subspace of a vector
space ¥(n, g) of dimension n over the field GF(qg). If C has dimension k

over GF(g), we say that 'C is an [n, k]-code, and if C has minimurm
distance d we say that C is an [, k, d}-code.

We say that a code C corrects an error pattem » if, forall vin C; u+ v
is closer to v than to any other word in C.

A code C is called a t-error-correcting code if C corrects all error
patterns of weights at most / and does not correct at least one error
pattern of weight r+1.

It can be easily verified that a linear {1, k, d] code C corrects all error
patterns ¢ of f where 1 = l%iJ . We denote such a code by (»n, k)-t-error

correcting code.

Let C be a linear [», k}~code, a kxn matrix G whose rows form a basis
for C is called a generaior matrix for C. If Cis an [n, k]-code with
generator matrix G, then the codewords in C are the linear combinations
of therows of G,ie., C={xG:x e ¥k, ¢)}.

3. Basic Definitions and Notation in Cryptography [3, 4]

A plain message is called a plaintext. The process of disguising a
message in such a way as to hide its substance is called encryprion. An
encrypted message is called czpherten The process of turning c1phertext
back into plamtext is called dec;yptzon Plaintext is denoted by P,
Ciphertext is denoted by C. The encryption function E operates on P to

produce C. This means that E(P) = C. In the reverse process, the
décryption.'ﬁmction D operatés on C to produce P; D(C)=P. Since the
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whole point of encryption and then decryption of a message is to
recover the original plaintext, the following identity must hold: D(E(P))
=P

A key, denoted by k, is any thing that we keep secret such that without
knowing it the decryption is infeasible process. 4 cryptosystem isthe
system consists of plaintext, ciphertext and the keys (encryption and

decryption).

A symmetric key cryptosystem is a cryptosystem in which the
decryption key can be calculated from the encryption key and vice versa.
In most symmetric cryptosystems the encryption and decryption keys are

the same.

Public key cryptosystem is a system in which the encryption key
(called public key) is different from the decryption key and it is made
public. Decryption key can not be calculated from the encryption key.
The decryption key is often called the private kej). A protocol is a set of

instructions telling the sender and receiver what to do.

4., The Muain Results

Although this system works in any finite field, we will concentrate

only on the binary field.

Let C; be a # - error correcting codes of lengths ny, whose gencrating

matrices are G; of orders 7;.;xm; respectively, where i = 1,2, ...r.
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Let the plaintext P be a binary vector of length . Let ¢; be a binary
vector of n;, and of weight ¢, where i= 1,2, ...7.

We constract the following sequence of binary vectors

Ci=Px Gite

Ci=C xG t+e,wherei=1,2, ...r.
We set the ciphertext C = C,, and C,= P.
To decrypt the ciphertext C we first correct the error e; using the error .
correcting code C;to get Ciy x G;, and then we use any method (Kramer
rule, or variable elimination) to solve the iinear systerri of equations:

bit = Cryx Gy

to get Cy, in the reversed order i = r, -1, .., 1.
Clearly, this generates a syminetric private key cryptosystem, for which
the private key is the sequence of the codes C; (i.., the G;) must be kept

secret forall i=1,2, ..., 1.

Example. et C, be the linear code [7, 4, 3] whose generating matrix is

1 061 601 1 -
¢ 161010
6 ¢ 1 10 90 1
9 0 ¢ 0 1 1 1

Let C, be the linear code [15, 7, 5] whose generating matrix is
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160616011 16006000 0)
01 6 601¢6111000O00
6 6160016061110 0°¢00
0606106001061 1100909
6 00 61060616 1110686
0 66 0616061061118
6 6 0600100010111

For instance, to encrypt the message
P=1010
We multiply P x G 1o get P x Gy = 1010010.
We make one random error say er= 0000001 then
C; =1010011
We multiply C, by Gz to get
Cy x G2 = 101011110001001.
Add 2-error randomly say €; = 100001000000000 to get the ciphertext
C=C; x Gy +e; = 001010110001001.
For decryption we reverse the process of encryption
This can be explained as follows:
First we know that C=001010110001001 has 2 errors. By using the code
C, we see that the codeword closest to C is

wi = 101011110001001.

Then solving the linear system C; x G, = wi we can get C;.= 1010111,
Now we need to eliminate 1-error using the code C), to get
Wo = Px G] = 1010010.

Now to find the message P we need to solve the linear system
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Px Gl = Wa.
As the first three columns and the fifth column represent the 4 x 4 identity

matrix then P is the first three entries of w; and the fifth entry, so,
P=1010.

5. Security and Complexity of the Cryptosystem

Yor the secwrity level of this cryptosystem, we should say that it is not less
than the security of McEliece public key cryptosysten, as we have here »
different codes, in addition to the randomness of the r errors of weights ;.
We note that the number of errors possible for such system is f; + r, + ... +
t, which can be large compared to the number of errors that can be made in
the systems wusing none code, however, this is on the account of the
message. To explain this we know that in our system of codes the message
1s ny bits and the ciphertext is n, bits, while the number of errors is 3. We
may use a one 3-ervor correcting code with dimension higher than ng and
‘the same length n, This would imply that we can encipher 2 longer
message to get the number of bits in the ciphertext.
As far as attacks on this system, we shouid say that for plaintext-ciphertext
attack on such a system we need In{)}é ng + fl} _x' ni +o+ Ny X ri, different
plaintext-ciphertext messages in. order..to.find all the coefficients in the.r
generating matrices considering all possible errors. The number of errors
amounts to C:I}i- [’:2J + Lt (f’]. Clearly such numbers are huge
I 2

when we take »; large numbers.

r
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As for Complexity, we may use fixed permutation matrices Ti, and

nonsingular matrices S; in the following way:

1,2, ..
C; be the linear codes used in the last example. Let T;

(Cit x Six Gy + )T, where

c;‘"‘*

Example. Let Cy,

be the permutation matrix

1 6 6 ¢ 6 O
I 600 0¢ @& 0
0 61 ¢ 06 06 6
¢ 06 1 00 ¢
¢ 0 ¢ 6 1 0 6

0 66 061 0

6 ¢ 0 6 0 0 1)

and T, be the permutation matrix

e o e ee e DO DD
=T TS o T~~~ B - Y - T~ - T - T -~ T - T —
PR R - -
F S
N - - - )
N N - =R T B SR
E OO S DO D e D DS DD
F R - - -
PR =TT T N S — B —— A -~ T - T - T - B ~— [~ -~
N R N S = S S
A R
D e - -
N R R -
R - I e
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Let S be the nonsingular matrix
0

- &
- @ D s
SO e O
@ oD S

S2 be the permutation matrix

(6

SO O 0D D D
0D o 2 D = 2
S D W D e S
QR w=
[T T L < S JR o R o~

- D o 2 o

For instance, to encrypt the message
P=1010

We multiply P x §; = 0101, thenP x §; x G; = 0101101 We make one

random error say o1 0000001 then

Px 8 x (G +e=0101100

We multiply P x §, ,’%,C?L'*'.&l by T to get:
Ci=(P x Gy x §; +e) x Ty = 1001100

C1 x S, =0100110.
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C; x 83 x G = 010010010010010

Add 2-error randomly say e; = 100001000000000 to get the ciphertext
C; x 8y x Gy +e,=110011010010010 .

Co =(Cy x Sy x Gy + &2 ) x T = 110011010010010 .

Thus C = 110011010010010.
For decryption we reverse the process of encryption

This can be explained as follows:

1. Multiply by T,

2. correct the error e; by using C,

3. Solve the equation C) x S; x Gy =wto get Cy x 5,
4. Multiply by S} to get C;.

Multiply by ;"

correct the error e by using C,

Solve the equation P x §; x G; =w; to get P x 5,

® Ne W

Multiply by S;' to get P.

6. Conclusions

We have built up a cryptosystem based on error correcting codes similar
to McEliece public key cryptosytem. It is more secure and more
complicated. It is constructed by using a sequence of error correcting
codes. '
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