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ABSTRACT

The cryptosystem is an algorithm that executes encryption and
decryption processes. In this work, we introduce a cryptosystem based on
Festiel's Substitution Permutation Network (SPN) cryptosystem designed in
1973 which consists of five rounds. A number of modifications were added
to Festiel's SPN in order to increase its security and expand its capacity to
be considered as standard block ciphers. The modified SPN consists of five
parallel SPN's, each one employs four different mappings (4x4 S-boxes)
distributed to its first four rounds. In addition, five random independent keys
are generated for each SPN to encrypt its 16-bit input (2-character input).
The overall plaintext of the designed cryptosystem is 80-bit length (10-
character plaintext). Since the typical plaintext of a block cipher ranges
between 128-512 bits, a convolutional decoding/encoding process is applied
to the 80-bit plaintext to expand capacity of the designed cryptosystem to
160-bit length plaintext to be sufficient to encrypt/decrypt 20-character
plaintext using 20 different S-boxes and 25 different 16-bit sub-keys.
Regardless the length of the plaintext, the proposed cryptosystem applies the
encryption process by dividing the plaintext into 20-character blocks to
encrypt them sequentially.

Keywords: cryptosystem, substitution permutation network (SPN),
substitution box (S_Box), key, cryptographic testing criteria, LAT,
EMOSAC, DDT, NC, MOBIC.
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INTRODUCTION:

Cryptosystem is an algorithm that executes encryption and decryption
processes. The proposed cryptosystem is classified as a symmetric key
block cipher based on the SPN introduced by Festiel [7, 8] and tested by
different cryptographic security criteria measures related and illustrated by
Murad and Yucel [16]. The main objective of this paper is to introduce a
design of a practical and strong expanded SPN cryptosystem. The strength
of this cryptosystem depends on the strength of its elements which are the
4x4 Dbijective S-Boxes. The overall employed S-boxes (20 different
mappings) are chosen from a set of 300 randomly generated S-boxes. The
strength of each chosen S-box is confirmed using different cryptographic
testing criteria such as, Linear Approximation Tables (LAT), Expanded
Maximum Order Strict Avalanche Criterion (EMOSAC), Difference
Distribution Tables (DDT), Nonlinearity Criterion (NC) and Maximum
Order Bit Independence Criterion (MOBIC). In the next section of this
work, the cryptographic testing criteria are summarized and followed by the
results of testing the S-Boxes of the SPN cryptosystem using these criteria.
The third section of the paper explains the structure of a single SPN
cryptosystem. Finally, we introduce the designed cryptosystem in section 4
using the tested S-Boxes according to the results provided in section 2. The
proposed cryptosystem complicates the job of cryptanalysts to attack SPN
block ciphers because it increases the randomness of the cryptosystem by
means of the randomly generated S-boxes and independent sub-keys.
Moreover, it modifies the SPN cryptosystem to be a practical block cipher
and one of typical block-length ciphers. The designed cryptosystem is
exploited to provide the security needed in many applications such that,
email servers, chatting servers, smart cards, and so on. The designed
cryptosystem has been applied to a chatting program which provides a
secure way to exchange secure data among many clients.

In the next section of this work, the cryptographic testing criteria are
summarized and followed by the results of testing the S-Boxes of the SPN
cryptosystem using these criteria. The third section of the paper explains the
structure of a single SPN cryptosystem. Finally, we introduce the designed
cryptosystem in section 4 using the tested S-Boxes according to the results
provided in section 2.
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Cryptographic Testing Criteria:

Cryptographic testing criteria are statistical methods used to test the
cryptographic strength and the security measures of an S-Box. A number of
testing criteria appearing in literature [16, 10, 21] such as LAT, NC,
EMOSAC, DDT, and MOBIC are used to test the security of randomly
generated S-Boxes. Depending on the results obtained from these testing
criteria, the best 20 S-Boxes are chosen to be employed in the proposed
design of the SPN cryptosystem. A summary of these criteria are presented
in Table (1).

Tablel. Summary of Testing Criteria

Testing
Criteria

Definitions and Security Conditions

els employed to determine all possible linear relationships
between the input and the output bits of the S-Box.

LAT eEach element of the normalized LAT represents a bias of
a linear expression. The less high-bias linear expressions
are found, the more secure the S-Box is.

oGives the nonlinearity measures between the input and
NC the output bits of the S-Box.

oThe less low-nonlinearity measures are found, the more
secure the S-Box is.

oGives the probability of the change in any single output
EMOSAC | bit (or any linear combination of the output bits) when any
single input bit (or any combination of input bits) are
flipped.

eThe more probabilities of 1/2 are found, the more secure
the S-Box is.

DDT eThe normalized DDT gives the probability of
occurrences of AY (an output difference) given AX (an
input difference).

eThe less low-probability measures are found, the more
secure the S-Box is (the worst case is 8/16).

oGives the correlation coefficient between each pair of the
MOBIC | avalanche variables of the output bits whenever any single
input bit (or a combination of input bits) is inverted.

oThe smaller the correlation coefficients (i.e., zero
coefficients are the best), the more secure the S-Box is.
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Relations among theses criteria were proved and developed by Murad and
Yucel [16] in 2002 in order to simplify the testing process of an S-Box. In
other words, instead of using all the criteria to test an S-Box, they developed
a number of relations among them in terms of the autocorrelation functions
(ACF) and the Walsh-Hadamard Transforms (WHT) [16] of the S-Box. So,
it is easier for us to use the ACF and the WHT to evaluate the measures of
testing criteria associated with each S-Box directly. Table (2) illustrates the
critical security measures of 20 S-Boxes chosen among 300 randomly
generated S-Boxes. These measures are evaluated by the employment of the
ACF and the WHT in the testing criteria of Table 1.

Table 2. The results of the 20 chosen S-Boxes.

Box 2 LAT NC EMOSAC DDT MOBIC
S One high bias | One low One high No 8/16 One high
=3/8 measure=1/8 probability=1 One 6/16 correlation=-1
Si2 One high bias | One low One high No 8/16 One high
=3/8 measure=1/8 probability=1 Two 6/16 correlation=-1
Stz One high bias | One low One high No 8/16 No high
=-3/8 measure=1/8 probability=1 Two 6/16 correlation
Sia One high bias | One low One high No 8/16 One high
=3/8 measure=1/8 probability=1 One 6/16 correlation=-1
S One high One low One high No 8/16 Three high
bias=3/8 measure=1/8 probability=1 Two 6/16 correlation=1
Sz No high bias No low measure | No high No 8/16 No high
probability No 6/16 correlation
S One high One low One high No 8/16 No high
bias=-3/8 measure=1/8 probability=1 One 6/16 correlation
S No high bias No low measure | One high No 8/16 One high
probability=1 Two 6/16 correlation=-1
Ss1 One high One low One high No 8/16 No high
bias=-3/8 measure=1/8 probability=1 One 6/16 correlation
Ss2 No high bias No low measure | No high No 8/16 No high
probability One 6/16 correlation
Sis One high One low One high No 8/16 No high
bias=3/8 measure=1/8 probability=1 No 6/16 correlation
Si4 One high One low One high No 8/16 No high
bias=-3/8 measure=1/8 probability=1 Two 6/16 correlation
Su One high One low One high No 8/16 No high
bias=-3/8 measure=1/8 probability=1 No 6/16 correlation
Sa No high bias No low measure | No high No 8/16 No high
probability No 6/16 correlation
Sis One high One low One high No 8/16 One high
bias=3/8 measure=1/8 probability=1 No 6/16 correlation=-1
m One high One low One high No 8/16 One high
bias=3/8 measure=1/8 probability=1 One 6/16 correlation=-1
Ss1 One high One low One high No 8/16 No high
bias=3/8 measure=1/8 probability=1 One 6/16 correlation
Ss2 No high bias No low measure | No high No 8/16 No high
probability No 6/16 correlation
Ss3 One high One low One high No 8/16 Three high
bias=3/8 measure=1/8 probability=1 One 6/16 correlation=1
Ssq One high One low One high No 8/16 One high
bias=3/8 measure=1/8 probability=1 One 6/16 correlation=-1

466




Design of a Practical Substitution ...

One can say that the 20 chosen S-Boxes of Table (2) are the most secure S-
Boxes among the 300 randomly generated S-Boxes. The security of theses
S-Boxes is confirmed by the following points:
1- With respect to LAT test.
eThe worst S-Box has only one high-bias close to +1/2 which is +3/8.
Moreover, some S-Boxes do not have high bias. This confirms the strength
of the S-Boxes against linear cryptanalysis [8].
eThe biases of each column are randomly distributed through the elements
of the normalized LAT matrices.
2- With respect to NC test:
eThe worst S-Box includes one low-nonlinearity measure of 1/8. Moreover,
some S-Boxes do not have low-nonlinearity measures, which support the
security of the S-Boxes against linear cryptanalysis [8].
3- With respect to EMOSAC test:
eMost of EMOSAC measures are equal to 4/8, which is the maximum order
SAC is highly satisfied for all input combinations, which means that the S-
Boxes show strength against differential cryptanalysis [8]. Moreover, each
S-Box has no more that one entry of P=1.
4- With respect to DDT test:
eMost measures are low-probability measures (less than 8/16). The highest
probability found was 6/16 with a very limited numbers (The worst chosen
S-Box has two measures of 6/16) which increases the security of the S-
Boxes against differential cryptanalysis [8].
5- With respect to MOBIC test:
eMost MOBIC measures present low correlation between the avalanche
variables. Moreover, each of the S-Boxes with + 1 correlation has a single
measure of %100 correlation between the avalanche variables of the output
bits.

According to the results of the above security criteria of the chosen S-
Boxes, one can observe that these S-Boxes can be safely employed to be the
elements of the SPN cryptosystem.

3. SPN Cryptosystem:

In 1945, Claude Shannon developed a cipher that alternates confusion and
diffusion functions [22,9]. The confusion component is a nonlinear
substitution on a small sub-block, and the diffusion component is a linear
mixing of the sub-block connections in order to diffuse the statistics of the
system. The Feistel cipher structure [7,8], which dates back to over a quarter
century, was the first introduction to a practical architecture based on
Shannon's concept (1945), this cipher structure consist of a sequence of
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rounds of small substitution (referred to as S-Box) easily implemented by
table lookup and connected by bit position permutations or transpositions.
Such ciphers are generally referred to as Substitution Permutation Network
(SPN) [5,9].

Substitution and Permutation

Substitution (confusion) process is the idea of mixing linear and nonlinear
operation in order to observe the relationship among the plaintext, ciphertext
and key. S-Box acts as the substitution, so the most fundamental property of
an S-Box is that the output bits can not be represented as linear operations
on the input bits [6,9].

An equally important principle of block cipher is that of Permutation
(diffusion operation), the idea that every bit of the ciphertext should depend
on every bit of the plaintext and every bit of the key. In other words, the
permutation portion of a round is simply the transposition of the bits or the
permutation of the bit position, and can be simply described as : the output i
of S-Box j is connected to input j of S-Box i [6].This ensures that the
statistics of the plaintext are dissipated within the ciphertext, so that an
attacker can not predict the plaintext that corresponds to a particular
ciphertext, even after observing a number of (similar) plaintexts and their
corresponding ciphertexts.

The round function is responsible for satisfying the basic substitution and
permutation requirements. Hence, we want each bit of plaintext and each bit of
the key to influence each bit of the ciphertext in a nonlinear but invertible
manner.

By iterating the round function fixed number of times, we automatically
obtain some security as a consequence of the fact that, after each iteration
(or round) the output bits become more and more dependent on the input
bits [18,9].

Structure of SPN:

An R-round SPN requires (R+1) N-bit keys, K1 ,K2 ,....,.KR, KR+1. Each
round consists of three stages to the encryption process: the key mixing
stage, the substitution stage and the linear transformation stage. In the key
mixing stage, the N-bit round input p=[p,p, P, --Py] is bitwise XORed
with the key K = [k k,k; -k, ] for that round. In the substitution stage, the

result from key mixing stage is partitioned into M sub-blocks of size n
(N=Mn), and each sub-block becomes the input to a bijective nxn S-Box
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(a bijective mapping from {0,1}n to {0,1}n). M can also be defined as the
number of S-Boxes per round. In the linear transformation stage, the output
from the substitution stage is processed through an invertible (bijective) N-
bit linear transformation. Classically, the linear transformation was a bitwise
permutation, hence the origin of the name substitution permutation
network.[16,14,13,9]. The linear transformation is usually omitted from the
last round, since it is easily shown that its inclusion adds no cryptographic
strength to the SPN. Figure (1) illustrates an example of SPN with N =16, M
=n=4,and R=4.

P Plaintaxt ..., .. P..
|f’||| LT | \\|||
T T T 1 T T T T 1
S11 SlZ S13 Sl4
| |
T 1 T 1 T T T 11
S21 S22 S23 SZ4
| |
T 11 T 1] T T T
SSI S32 S33 SS4
| |
T T T T T T T T 1
S41 S42 S43 S44
||||| T T T T |||||
T T ] T T ] T T ] T T ]
Ce ... ... Cinhertext ... C..

Figure 1. Basic Substitution Permutation Network Cipher
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Decryption is accomplished by running the SPN "backwards", reversing
the order of the rounds. The key KR+1 is first XORed with the ciphertext,
followed by applying an inverse mapping for each S-Box in the round R,
then resulting sub-blocks XORed with KR. For the other rounds (from R-1
to 1), the inverse permutation is applied, followed by an inverse mapping
for each S-Box, then the resulting sub-blocks XORed with the
corresponding K of that round [16,14,13,9].

A number of modifications are added to the SPN cipher to be stronger
against cryptanalysis and attacking techniques; these modifications can be
summarized as follows:

1. Using four different mappings through the SPN cipher. In other words, S-
Boxes (1), S-Box (2), S-Box (3) and S-Box (4) represent the mapping
process in the first, second, third and fourth round respectively.

2.Five random 16-bit keys for each are used to encrypt/decrypt two-
character (16-bit) plaintext resulting in the corresponding ciphertext.
Moreover, these five keys are randomly generated and independent of each
other.

One can observe that this SPN can not be considered as a practical
cryptosystem, because it encrypts/decrypts a small number of
plaintext/ciphertext bits (i.e. 16 bits). The practical block cipher
cryptosystems  encrypts/decrypts a  128-512-bit  block length
plaintext/ciphertext. Regardless the block length of the input plaintext, the
designed cryptosystem deals with plaintexts/ciphertexts has more than 20
characters by dividing them into 20-character blocks to encrypt/decrypt
them sequentially. If the time factor is considered, the large cryptosystems
dealing with large number of input bits are more secure against different
methods of cryptanalysis. In other words, attacking such cryptosystems
exhausts long time and hard effort. There are many ways to expand the SPN
cryptosystem cipher such as; expanding the size of S-Boxes which leads to
an expansion of the SPN. In the following section, we present another way
of SPN expansion by using a number of parallel SPNs and applying
decoding/encoding processes to compress/expand a plaintext/ciphertext of a
typical block length. So, there will be no need for expanding the size of the
previously tested 4*%4 S-Boxes. This method will prevent us from testing
larger size S-Boxes because they need a long time to be tested by the
previously discussed security criteria.
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A Practical Design of SPN Cryptosystem:

In this section, we introduce a new design of a practical algorithm
represented by :

1-Five Parallel SPNs: In order to increase the block length of the
plaintext/ciphertext, five parallel SPNs are used to construct the proposed
cryptosystem.Since each SPN deals with 16 bits (2 characters) so, the
designed SPN deals with 16 x5=80 bits (10 characters).
2-Decoding/Encoding Process: Since 80-bit (result from 5 SPNs) block
length of the plaintext/ciphertext is still less than the minimum length of the
typical modern block ciphers cryptosystems, so we apply a
decoding/encoding process. A convolutional decoder/encoder of two shift
registers is employed to double the treated bits of the plaintext. In other
words, the proposed design becomes able to deal with 20 characters (160-
bit) instead of 10 characters (80-bit). At the transmitter, the 160-bit plaintext
is decoded into 80-bit and then encrypted by the designed SPN
cryptosystem that gives an 80-bit ciphertext. While at the receiver, the 80-
bit ciphertext is decrypted using a designed cryptosystem with inverse
mappings, so the decryption process produces 80 decoded bits which must
be encoded to recover the original 160-bit plaintext.

3-Random Keys: To increase security and randomness of the designed
cryptosystem, five different independent keys are generated randomly for
each 20 characters. As a result many ciphertext may be produced for the
same plaintext. Referring to Figure (2), one can observe that, each key (80-
bit) is partitioned to five subkeys. These subkeys (16-bit) are distributed
through the five SPNs.

One can observe that by using decoders/encoders of more than 2 shift
registers the cryptosystem can be expanded to deal with
plaintexts/ciphertexts of r times 80-bit block length, where r is the number
of decoders/encoders shift registers.

The designed cryptosystem is cryptographically strong against different
methods of cryptanalysis. The Strength of each SPN in the proposed system
has been tested against linear and differential cryptanalysis [6,16] giving
very low probability keys. This proves the strength of the proposed system
against linear and differential cryptanalysis because the strength of the
overall designed cryptosystem depends on the strength of its individual
SPNE.
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CONCLUSION:

The designed SPN cryptosystem has different features make it practical and
strong cryptosystem. First of all, expanding the cryptosystem using parallel
SPNs reduces the time required to execute the encryption/decryption
process of the overall plaintext/ciphertext.

Secondly, each SPN includes four different S-Boxes; one per round. So,
the designed cryptosystem has 4x5=20 different S-Boxes of different
mappings which increases the randomness of the overall cipher.

Then, using 20 different S-Boxes through the designed SPN cryptosystem
increases the strength of the overall cryptosystem. So, if the cryptosystem is
to be attacked by linear or differential cryptanalysis, five different models
are going to be used in the attacking process. This means that the success in
breaking one SPN dose not lead to a success in breaking the overall SPN
cryptosystem. Furthermore, breaking one part of the system will not give the
attackers any information about the other parts of it.

Another important source of the strength is the generation of five random
keys (five 80-bit keys or 25 16-bit subkeys) for each 20 characters (160 bits)
of the plaintext. Moreover, these five keys are independent of each others
and randomly generated and changed randomly to another 25 subkeys
whenever an new plaintext/ciphertext is to be encrypted/decrypted, so that,
the produced ciphertext are different of each others with respect to the same
plaintext.

The use of five random 80-bit keys complicates the attacking process. In

other words, the attacking process must be applied partially to each single
SPN of the designed cryptosystem. This means that the success of
discovering one 16-bit subkey of a single SPN does not lead to the
discovery of the other subkeys of the same SPN. Moreover, the discovery of
this subkey does not lead to the discovery of the overall 80-bit key.
Finally, the designed cryptosystem is exploited to provide the security
needed for many applications such as, email servers, chatting servers, smart
cards, and so on. The designed cryptosystem was applied to chatting
software designed by a computer programmer in Visual Basic Language and
installed in the network of IUG Electrical and Computer Engineering
Dapartment. The designed cryptosystem has proved a good security to
exchange secure data among many clients.
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